ABTOMaTU3aLNA pa3BEPTbIBaAHNS CUCTEMDI
MOHUTOpPUHra Zabbix

NMpenogasaTenb: Opnos Erop Cepreesny



BBenenue

B manHo#t paboTe OymeT BBITIOJIHEHAa aBTOMATH3AINS Pa3BEPTHIBAHUS CHCTEMbl MOHUTOPUHTA JIJIS TAIbHEHUIIIETO
OTCIICKUBAHUSA COCTOSIHUS cepBepoB Ha O6a3ze OC “Linux”.

Bce 310 BO3MOXKHO caienaTh 6iarogapsi CucTeMe yrpapiieHue KoHpurypanusmu, mporpamme “Ansible”.

BbynyT coznansl uncTpyKimu (TuieitOyku) nist ycranosku “ZABBIX” cepBepa u ero areHToB, HAaCTpOeHa
ABTOPETUCTPAIHSI XOCTOB U IPUMEHEHNE K HUM MIa0JIOHOB.



CereBast HHPpACTPYKTypa

B paccmarpuBaemoli ceTeBoi HHGPACTPYKType Data center EU west Data center US West

HAXOJATCS OOJIBIIOE KOIMUECTBO cepBepoB Ha 6aze OC ~ ISP-3 ®

“Linux”. ISP 2
DU3NYECKU OHU PACIIONIAraloOTCs B Pa3HbIX MECTaxX U \ | ceiverE
UCIIOIB3YIOTCS IO PA3HBIEC HYKBI. ISP 1 Soivere

Head |office, Russia

Laptop server-10



BrisiBiieHME NOTPEOHOCTEM

Mos 3a1ada, Kak aAMUHUCTpATOpy KopropatuBHOW YT mHGpacTpyKTyphl, CIIEUTh 32 COCTOSTHIEM CEPBEPOB,
aHAJIM3UPOBATh UX OCHOBHBIC KU3HEHHBIC MTOKA3ATEIH IS JaIbHEHIIIET0 KOHTPOJIS U CBOEBPEMEHHOTO
00CITyKUBaHMUS.

B Oynyiiem mianupyeTcs: pacliMpeHue Halel ceTeBoi HHPPACTPYKTYpbl U OpraHu3alus IpeaoCTaBIeHUs
OO0JIBIIOr0 KOJTMYECTBA CEPBEPOB B PA3HBIX TOUKAX MUPA.



[{leab padOThI

B xoze 0630pa Hameli cereBoit HHGPACTPYKTYPHI U BBISBICHUS TOTPEOHOCTEH MOKHO CPOPMYITUPOBATH

OCHOBHBIC 11€7TH PaOOTHI:
1. ABTOMaTH3MpOBaTh Pa3BEPTHIBAHUE CUCTEMbl MOHUTOPHUHTA.

2. ABTOMaTU3UPOBATh JOOABIECHUE CEPBEPOB B CHCTEMY MOHUTOPUHTA M IPUMEHEHHUE TSl HUX abIoHa

MOHHUTOPHHI'a CHUTBIBAHHA OCHOBHBIX JKM3HCHHBIX MoKa3aTeeH.



Hcnonb3yembie peCypehl

J{1s1 BBITIOTHEHUST paObOoTHI TOTpedyeTcs 3
cepBepa:

“server-10” - OyaeT UCIOJIb30BaATHCS TSt

ABTOMATHU3allNH YCTAHOBKH HGO6XOI[I/IMOFO
I10.

“server-1” - OyeT UCIOJIB30BaH KaK CEPBEP
CUCTEMBI MOHUTOPHHTA.

“server-2” - cepBep COCTOSTHUE KOTOPOTO Mbl
Oyz1eM OTCJIEKUBATb.

/ server-1 \@k N
|ip: 10.230.84.17 Route\ N

Data center EU west

4——@

server-2 ) N
ip: 10.230.84.131 ISP 2 \

S |

ISP1 j

Laptop server-10
ip: 10.230.84.203



HMHCTpyMEHTHI paOOTHI

1. Cucrema yrnpaBiieHHs] KOHQUTYpalMsIMU Ha yaJeHHbIX XocTax “Ansible” OyneT ucnonbpb3oBaHa Kak OCHOBHOM
uHCTpYMeHT yctaHoBKH [10 Ha ynaneHHble XOCThI, cO3/1aHue 0a3 JaHHBIX, epe3arpy3ka CepBUCOB, J00ABICHUS

1a0JIOHOB | T.1I.

2. Cuctema MOHUTOpPHHTA OyJIeT UCTIONIb30BaThcs Ha 6aze “ZABBIX” cepsepa.



DTaIibl BbIIOJIHEHUS paOOTHI

1. YcranoBka u HacTporika “Ansible”:
2. Co3nanue mieidyka ycTaHOBKH U HacTpouiku “ZABBIX” cepsepa.
3. Co3nanue meitbyka ycTaHoBKY U HacTporku “ZABBIX” arenra.

4. Co3nanmue mienbyka koHpurypanuu “ZABBIX” cepBepa 115 aBToMaTH4eCcKoro 100aBlIeHUs XOCTOB U

IMPUMCHCHHA K HUM 111a0JI0HOB.



[IpuHIMn aBToMaru3amuu Ansible

Co3gaHue
daiina hosts n
nnenbyka

Ansiblle

BbinonHeHue
nneiibyka

Ansiblle MogxntoyeHvie no SSH F— CepBep
CepBep
Mepegaya koMaHAbI
nnenbyka
BbINonHeHVe KOMaHAbI
Ansiblle nnelibyka Ha cepBepe
NHdbopmauus o ‘
BbINOIHEHUW KOMaHZ,
CepBep

BbiBOA VHpOpMaLn
BbIMNOJIHEHUS KoHeyy

nneiibyka




YcraHoBKa M HacTpoika “Ansible”

IIporpamma Ansible OyneT ycranaBnuBarbes Ha “server-107,
YCTaHOBKa IPOUCXOAUT U3 PECIO3UTOPHUCB. KoHdurypauus ansible.cfg

OcHoBHas HacTpoiika “Ansible”: ¢

1. [Iponucars myTh K Qaitny hosts B daiine
/etc/ansible/ansible.cfg CospaHvie daiina hosts

2. Coznats (aitn hosts 1 mponucars B HEM HaIllM XOCThI HA
KOTOPbIE MBI IJIAHUPYEM aBTOMAaTU3UPOBATh YCTaHOBKY, i

N00aBUTh UX B TPYIITY

[lobaBneHvie xocToB




Crpykrypa mieroyka Ansible

- hosts: server_1804 Hauano nneiibyka, uenu Ans BbiNonHeHus

nnenodyka, oon. PyHKUNn.
become: yes

tasks: \

- name: Ycranoska rmaketos LAMP

apt: name={{ item }} state=present update cache=yes Tvin BbINONHAEMOW KOMaHAb!, eé
3Ha4YeHusd, Oomn. CBOMCTBA.
loop: ['apache2', 'mysql-server', 'php7.2', 'libapache2-mod-php7.2', 'php-mysql']

_/




[ImenOyk ycranoBku “ZABBIX” cepBepa

e 2
; 1. YcTaHOBKa fONONHUTENBHOMO
Ansibl —P
VcTaHOBKA cepBepa sl NPAKTUYHOIO OIMCAHUS MOYKET e MporpaMmHoro obecnevervs
6BITB pas3aciicHa Ha TPH HJIGI/I6YK3: L )
mysql-server
1. YcranoBka AOITIOJIHUTCIIBHOI'O IIPOI'PaMMHOI'0
06CCHC‘-IeHI/IH 3. Hactpotika ZABBIX cepBepa un : php
: gon. Nno
apache
2. Jlob6aBnenue peno3utopus U yctaHoBka “ZABBIX” Komdurypauys zabbix_server.conf
CCpBLCpa.
CozgaHuve b/l n nonb3oBartens B

o o MySQL 2. lobaBneHVa perno3ntTopus n
3. [Tneiibyxk mis Hactpoiiku MySQL, PHP, Apache, ycraHoska ZABBX cepaepa
ZABBIX. KoHdurypauus PHP

Kondurypauus Apache install zabbix-server




Coznanue b/l 1 moip3o0Baress

[TapameTtpsl coznanus 0a3bl TaHHBIX [TapameTpsl CO3MaHMS TOIB30BATEIIS
encoding: utf8 OTO CBOWCTBO name: zabbix Wms monb3oBarens s
KOJUPOBaHUS. YKa3blBaeM noaktoueHus K BJ]
utfs.
Collation: utf8_bin ZABBIX cepsep Tpedyet
yeranasmsars BJL B password: zabbix [MapoJp none3oBaTesst 171
utf® bin nogkirodeHus b1
name: zabbix Vmst nameii 6a3bl 1aHHBIX priv: 'zabbix.*:ALL' Veranoska BCEX npusuieruii
Ha BJ] Zabbix koTopyto MbI
. CO3MTaNTA Ha MPEIbIAYIIEM
login_user: root Jloruu u maposs Jist e —
noakmogeHns K MySQL
login_password: root




[Inen0yk ycranoBku “ZABBIX™ arenra

B nannom mieliOyke HacTpanBaroTcs 3

OCHOBHBIX MapameTpa.

ServerActive=10.230.84.17

VkassiBaeM IP agpec “ZABBIX”
cepBepa

Hostname=Zabbix server

‘YKa3plBaeM yHUKAJIBHOE UM
y371a KoTopoe Oynet
0TOOpaXkaThCs Ha cepBepe, IN00
MO>KHO 3aKOMEHTHPOBATh 3Ty
CTPOUKY, B TAaKOM Ciry4ae Oyner
UCIIONB30BaThCS CUCTEMHOE UMS
y3na

HostMetadata=linux.autoreg

Tak Ha3bIBACMBIN KITHOY,
KOTOPBII NPONUCHIBACTCS B
arente. [Ipu coznanuu nercTBust
aBTO JOOABIICHNS HA CEpBEpE
HEoOX0MMO MPOTHCaTh
H}leHTH‘lHLIﬁ KIJIFOY JJIs1
YCIIEITHOTO J0OaBICHHUS.




JlobaBieHue aencTBus apropeructpanuu Ha “ZABBIX” cepep

event_source: auto_registration YkasblBaeT, Kako UMEeHHO AencTene Mbl AoGasnsem

type: 'host_metadata’ YkasblBaeM 4To aBTOopernctpauus 6yaet npomcxoamtsb no Hostmetadata
operator: 'matches’ Onepatop coBnageHns 3HaveHus

value: 'linux.autoreg' 3HayeHne Hostmetadata

type: add_host [eiicTBre no6aBuTL XOCT

type: add_to_host_group [OencTerne no6aBMTb XOCT B rpynny

type: link_to_template [eiicTBrE NPUMUHEHWE ONPEAENEHHOTO WABNoHa K XOCTy

templates: "Template OS Linux by Zabbix agent active' MmMsa npumensiemoro wabnoHa




IIpoBepka pabOThI
[Tocne BeIMOIHEHUS BCexX MIIEHOYKOB MOXKHO 3aiiTu Ha “ZABBIX” cepBep 1 yBUAETh 100aBIEHHBINA XOCT.

Name a Interface Availability

ubnt-serv1804-client 10.230.84.131: 10050




[ /- Total space
- Used space

1280 MB

1024 MB

(last]
[last]

padomkn CPU, OnepaTtuBHOM NamMmATK, XXECTKOro AMcka u T.4.

ubnt-serv1804-client: /: Disk space usage

[ Value: 125.49 GB (100%)
M Value: 4.13 GB (3.29%)

ubnt-serv1804-client: Memory usage

768 MB

512 MB

256 MB

0B

21:00

02-18 17:51-

M Total memory
M Available memory

02-19

03:00

[avg]
[avg]
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last min avg max

984.88 MB  984.88 MB 98488 MB  984.88 MB
72372 MB 63694 MB 74412 MB  751.55 MB

02-2517:51



3aKJIIOUECHUE

[To utory, B pamkax Tembl JaHHOM BKP Obu1M mocTaBiieHbl CleyonMe 3a1a4u:

1. ABromarnsupoBaHHas ycraHoBka “ZABBIX” cepsepa.
2. ABTromaruszupoBaHHas ycraHoBka “ZABBIX” arenra.
3. Kondurypanus “ZABBIX” arenTa u cepBepa, a Takke JTOMOTHUTEILHOTO TPOTPAMMHOTO 00ECIICUEHUS.

4. ABtopeructpaius xoctoB Ha “ZABBIX” cepBepe u npumeHeHue 111a0JI0Ha MOHUTOPUHTA.

Cunraro 9TO BCe 1eiu ObLIH JOCTUTHYTHL. 3agada BKP Oplia BeITIOIHEHA TTOJHOCTHIO.



